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Abstract

The use of digital communication technology by children residing in out-of-home care
or adopted from foster care has mainly been approached hesitantly and from a risk
paradigm. The Covid-19 pandemic catalysed many digital and social work intersec-
tions, including practices used for birth family contact where in-person visits were sup-
plemented or replaced with ‘virtual’ contact via digital devices. Whilst technology-
mediated contact is characterised as ‘virtual’, the relationships it facilitates and emo-
tions it generates are very real within children’s social ecology. Digital ubiquity in so-
cial life and the rapid pace of technological change presents significant ethical and
practical tensions. To help social workers navigate this complexity of ‘contact-in-real-
ity’ and facilitate safe, ethical use of digital communication technology for birth fam-
ily contact, we connect an understanding of the dynamics of birth family contact with
literature on children’s use of digital technology and ecological concepts of person-in-
environment to offer a digital social ecology heuristic for social work practice. Three
key aspects cut across all systems and levels, referred to here as the three Digital R’s:
digital relationality; digital rights; and digital resilience. Future research is needed to
understand how these dynamics play out.
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Introduction

Prior to the Covid-19 pandemic, engagement by social workers with on-
line technologies was under-developed, despite considerable evidence to
support its relevance (e.g. LaMendola, 1987; Rafferty, 1997). Calls for
the profession to address its digital skills gap had largely been ignored
(Taylor, 2017; Zgoda and Shane, 2018) and an understanding of how
technology intersects with the social and supports practice had been
lacking (Susskind and Susskind, 2015). To mitigate the spread of Covid-
19, governments in the UK and Australia, where the authors are located,
and elsewhere imposed rules, such as physical distancing. The reduced
opportunity for in-person interactions led to significant acceleration in
technology-supported practice (Yadav and Yadav, 2022) including to re-
place or supplement in-person child safeguarding, care planning and
reviews; however, it was birth family contact in foster care and adoption
where its use flourished (Copson et al., 2022). This practice shift, reac-
tive and circumstantial rather than proactive and visionary, increased
technology acceptance but also surfaced challenges of navigating con-
temporary hyper-connectivity. Whilst social workers had largely
approached the use of mobile phones and social media by children in
care or adopted with hesitancy and from a risk paradigm (Hammond
et al., 2018), the benefits of digital technologies for supporting relation-
ships became more apparent and appreciated in the Covid-19 era, with
the caveat that digital practices develop in safe and ethical ways (Neil
et al., 2020; Barnett-Jones and Manning, 2021; Ciftci et al., 2022).

This article connects literature on children and young people’s use of
digital communication technology with understanding of the dynamics of
birth family contact in out-of-home care and adoption, informed by our
prior research (MacDonald, 2018, 2021; Collings et al., 2022), to concep-
tualise the realities of digital contact as part of the child’s social ecology.
Our aim is to offer social workers involved in planning, reviewing and
supporting contact a conceptual framework to help navigate this new
terrain by underscoring how the digital has transformed social ecology
and focusing on three key issues that relate to contact: digital relational-
ity; digital rights; and digital resilience.

Not just virtual: the digital as part of the social ecology

Digital technologies now infiltrate all aspects of an individual’s social
ecology (Crawford and Schultz, 2019; Fuchs, 2021) such that it is
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practically impossible not to be part of the hyper-connected digital
world, wherein every keystroke or swipe has consequences (Eubanks,
2017; Noble, 2018; Benjamin, 2019). The ubiquity of digital communica-
tion technology necessitates a rethink of some fundamental assumptions
underpinning social work, to better reflect human social interaction in
the contemporary socio-technical context, where people and technolo-
gies intersect and interact, and to consider the role of the digital in so-
cial ecological systems (Bronfenbrenner, 1979).

In social work, ecological thinking is often operationalised through the
person-in-environment perspective. This paradigm originates from the
work of Richmond (1922), who emphasised that practice must consider
the milieu in which life is experienced. The person-in-environment per-
spective has been accepted as fundamental to the social work knowledge
base, and informs ecological understandings of resilience (Ungar, 2011).
To promote positive outcomes for care-experienced children and young
people, there is a need to focus on the interconnection between their in-
dividual capacities and characteristics, their access to social resources
and the way they interact with these resources in their social world (van
Breda, 2018).

Reflecting on how the digital is reshaping the social ecology, the con-
ceptualisation being proposed builds on the person-in-environment, of-
fering ‘contact-in-reality’ as the lens through which to analyse and
support connection, which has become necessarily technology-involved.
The sociotechnical orientation highlights the bi-directionality of interac-
tions between people and technologies recognising that these interac-
tions are not always person-led, person-centred or mutually agreed. This
extends on the concept of ‘digital dualism’ (Jurgenson, 2012, p. 83),
which challenges the popular notion that online social worlds are some-
how less real (Rettie, 2004), or that technology-mediated interactions
are a simulacrum, as implied by the term ‘virtual’.

For children in care or adopted from care, the relational complexities
and emotional significance of their birth family interactions should not
be minimised (Neil et al., 2020; MacDonald, 2021; Collings et al., 2022).
All contact arrangements, whether facilitated in-person or remotely,
must be sensitive to how the potential legacy of trauma can be activated.
Trauma involves emotional responses to threatening experiences; when
children experience threat from an attachment figure, as occurs with
child abuse and neglect, this can interfere with emotional regulation and
cognitive processing (van der Kolk, 2003). Whilst technology-mediated
contact has commonly been characterised as ‘virtual’, the emotions it
generates are very real, as are the relationships it is intended to facilitate
(Neil et al., 2020). The term ‘virtual’ has inhibited our understanding of
the opportunities, challenges and subjective realities of interactions in-
volving digital communication technology which are part of the social
ecology of children and young people in out-of-home care or adopted,
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and this article considers what this ‘contact-in-reality’ conceptualisation
means for birth family contact.

A digital social ecology for birth family contact

The social work role in relation to contact is often to mediate and nego-
tiate interactions within and between the child’s various social systems.
The ‘digital social ecology for birth family contact’, underpinned by eco-
logical systems theory (Bronfenbrenner, 1979), frames digital technology
as an integral part of, and bridge between, the various social systems, to
help navigate the implications of technology for practice.

Considering the reality of contact today, it is apparent that communica-
tion technologies are a principal element of the mesosystem and a me-
dium through which relationships can be enacted within and between
birth and adoptive or foster family microsystems, and between the child
and these dual microsystems of which they are a part. As such, technology
has the potential to change and prescribe the nature of that communica-
tion, both by imposing technology-specific constraints and enabling new
possibilities for interacting within and across systems. Technology-
involved interactions are also an increasingly essential part of the macro-
system in terms of the communication infrastructure and the laws, gover-
nance practices, social policies and economic and educational resources
that determine access to and use of this infrastructure (Crawford and
Schultz, 2019). Social workers, as key elements in the exosystem, are
themselves constrained and enabled in their role by the realities of how
the digital operates at the macro- and microsystems levels.

This brief synopsis illustrates that birth family contact in the digital age
is a complex system with multiple interlocking forces that profoundly
shape relationships between children and their families. We, therefore,
offer the digital social ecology for birth family contact (Figure 1) as a heu-
ristic for social workers engaging with the proliferation and infusion
of the digital in the specific practice context of birth family contact. To
further assist with navigating this reality, the ecology focuses on three key
aspects that cut across all systems and levels, namely, the three Digital
R’s: digital relationality; rights and resilience.

Digital relationality

The purpose of contact is to facilitate sustained meaningful relationships
between children and young people and their birth families. A question
to ask about digital technology is whether it can facilitate the complex
relational dynamics associated with contact. Many children and young
people are adept at interacting and maintaining relationships via
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Figure 1: A digital social ecology for birth family contact.

technology. Some studies indicate that digital mediums may facilitate
personal disclosure or sensitive discussions (Vincent, 2015; Chan, 2016;
Gibson and Trnka, 2020) as they reduce non-verbal inhibitors (Best
et al., 2014) whilst others note a preference for in-person communication
to discuss worries and resolve disagreements (Children’s Commissioner,
2018). Even in digital spaces, children and young people may prefer to
exchange support with individuals they know offline, and with whom
they have trust (Gibson and Trnka, 2020).

Co-presence—virtual proximity

Digital communication between relatives has become an almost compul-
sory family practice (Holmes and Wilding, 2019), so birth, adoptive and
foster families, are not alone in seeking emotionally significant relation-
ships via technology with individuals living elsewhere. Studies of trans-
national families highlight how digital communication technology allows
geographically separated relatives to engage in family practices from a
distance, even performing and delegating parental roles via smartphone
(Waruwu, 2022). The types of direct interaction that occur in a shared
physical space can also take place via communication technology, for ex-
ample talking on video conferencing platforms enables people to be visi-
bly co-present in the shared digital space. Even when not involved in
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direct synchronous communication, family members can achieve co-
presence which involves a perception of mutual attention and emotional
engagement (Campos-Castillo and Hitlin, 2013) and a sense of emo-
tional closeness, togetherness and being there for one another despite
physical separation (Urry, 2002; Baldassar et al., 2016).

Older children can exercise agency in these distant exchanges by initi-
ating and administrating family groups, or using technology creatively to
construct family narratives (Kedra, 2021). For refugee young people,
creative use of technology allows imaginary co-presence through digi-
tally edited images that symbolically represent what relationships could
be like were circumstances different, signifying an imagined family expe-
rience that cannot be achieved but which, nonetheless, constructs a sense
of family (Robertson et al., 2016).

Contact offers the potential for identity development by enabling chil-
dren to understand their origins and we need to understand how this
process is impacted by digital communication technology. For young
people, social media can be a platform for social comparison (Hur and
Gupta, 2013) and a tool for identity formation (Swist et al., 2015).
Taking ‘selfies’, for example, gives children editorial control over the im-
age (Phippen, 2017) and allows experimentation with self-representation
and a chance to discover how others perceive them (Vincent, 2015).

Digital alteration of photographs can, however, negatively impact on
children’s self-image (McCrory et al., 2020), and raises questions about
their capacity to critically read and judge other people’s online self-
representations. This is particularly pertinent for children who lack a
stock of memories or life story details, against which to assess the au-
thenticity of birth relatives’ online self-representations, potentially leav-
ing them ill-equipped to make informed choices about the nature of
their relationship.

The way that digitally mediated proximity is practiced must acknowl-
edge that close relationships can entail positive and negative aspects
(Holmes and Wilding, 2019), and that close engagement with birth rela-
tives can be emotionally ambiguous or actively distressing (Boyle, 2017).
Relationships conducted through technology are shaped by their unique
social, emotional and cultural history (Baldassar et al., 2016); technology
enables what already exists but is an inadequate vehicle for resolving re-
lational difficulties (Madianou, 2016).

Polymedia interactions

Digital applications and devices offer various modes of communication,
with different levels of proximity and ways of being co-present.
Amongst the range of communication choices—or polymedia—video
calls may offer the most intimate and immersive experience (Waruwu,
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2022) as hearing and/or seeing one another can add depth of meaning
(Shier, 2021). Alternatives to synchronous conversation include non-
verbal mediums such as photo-sharing, typed chat or emoji exchange,
allowing expression of information and emotion. Digital greetings cards
and photo-sharing enable visual co-presence and casual sharing of expe-
riences (Cabalquinto, 2020) that can facilitate close engagement in day-
to-day life (Kedra, 2021). Compared to letters, these various modes of
asynchronous communication can make it easier for children and birth
relatives to share thoughts and feelings in a more contemporaneous way
(Barnett-Jones and Manning, 2021).

Technology can offer children less intense and onerous ways of con-
necting with birth relatives when these relationships are complex or emo-
tionally challenging (Simpson, 2020; Waruwu, 2022). The ephemeral
nature of messaging features on some social media platforms (Quinn,
2019) offers a helpfully fleeting mode of staying in touch, and the ‘like’
function on social media posts offers a spontaneous and instantaneous
means of connecting without the concentrated focus of in-person contact,
alleviating the pressure for a lengthy reply (Shier, 2021). The multiple
uses to which devices can be put may simultaneously help young people
manage boredom or uncomfortable interactions (Vincent, 2015), making
them a valuable asset during voice or video calls. The range of communi-
cation applications potentially gives them agency to control the pace, fre-
quency and timing of interactions, and the ability to use the features of
the platform to impose rules for acceptable communication (Kedra, 2021).

Remaining connected via technology, however, requires time and ef-
fort and can be emotionally exhausting (Kedra, 2021). It requires partici-
pants to exercise care and sensitivity for the emotional experience of the
person with whom they are communicating (Alinejad, 2019). If children
cannot stay focused on the interaction or lack technological competence,
this can result in misunderstanding, stress or conflict, thus widening the
emotional gap between individuals (Waruwu, 2022).

Negotiating digital boundaries

A key tenet of trauma-sensitive practice is that relational security with
primary caregivers should be promoted, and unnecessary intrusion or
strain on family life avoided (Purvis et al., 2015). The emotional realities
of technology-mediated communication must be managed and the work
of achieving meaningful co-presence balanced with boundary work. The
overuse of digital technology in the home and disagreements over paren-
tal monitoring can lead to family conflict (UNICEF, 2017). Further con-
cerns over the potential intrusion into family life for young people in or
adopted from care, centre on the potential for them or their birth rela-
tives to initiate new unmediated contact, with possible ramifications for
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placement stability (Children’s Commissioner, 2017), often without the
knowledge or mediation of carers or adoptive parents. This can be desta-
bilising or present safeguarding risks, especially in early adolescence,
when young people’s digital skills might outstrip their emotional maturity.

Boundary management is not entirely at the discretion of the technol-
ogy users, as the digital ecosystem has much to benefit from promoting
connection. Digital applications are developed primarily by global com-
mercial corporations (Fuchs, 2021). Many applications function to extend
and increase the size of users’ social networks and are driven by algo-
rithms that identify and suggest new connections (Crawford and Schultz,
2019), regardless of any safety or privacy concerns for the individuals, and
operating largely beyond their control (Eubanks, 2017; Keddell, 2019).

Social media applications also operate to keep users engaged with
existing networks, for example through constantly refreshed ‘news
feeds’. These commercial features are not developed with the needs of
care-experienced children and young people in mind. In the absence of
bespoke technology, they and their families can only use these commer-
cially driven products, the feature of which can lead to children being
‘always on’ (Simpson, 2020; Shier, 2021). This constant, pervasive, pe-
ripheral awareness of online friends and family in strong relationships
can offer some emotional reassurance, but in weak relationships can
lead to conflict and unwanted surveillance (Madianou, 2016).

Some technological features can, however, be used to facilitate clearer
boundaries and control through use of privacy settings or muting func-
tions (Greenhow et al., 2017; Simpson, 2020; Shier, 2021). Text messages,
for example, allow the sender to limit the disclosure of personal infor-
mation such as location or appearance, particularly when interactions
risk being intensely emotional or confrontational (Waruwu, 2022).
Young people can engage in dis-connective practices, without exiting
from applications entirely (Zhao, 2019), choosing their mode and timing
of connection and disconnection in order to maintain a balance of au-
tonomy, privacy and proximity.

In summary, digital communication can be used to enable children to
interact positively with their birth family members, contributing to rela-
tionship building and identity formation, when social workers encourage
attention to the different opportunities presented by various media and
technologies, to boundaries and to the emotional responses and safety of
children and family members.

Digital rights

Overall, approaches to mediating children’s use of digital technology
have focused on potential harms (Livingstone et al., 2017; Global Kids
Online, 2019), but there is recent emphasis on rights. In March 2021, the
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United Nations Committee on the Rights of the Child provided guid-
ance on children’s rights in relation to the digital environment
(UNCRC, General Comment No. 25). This calls on governments to en-
sure that: parents are supported in understanding the digital world; digi-
tal services are accessible to all children; and digital design takes
children’s needs into account. A rights-based approach challenges the
dominance of a risk paradigm and highlights the importance of child-
ren’s equality of access to devices, applications, networks and guidance,
viewing Internet access as their basic right (Berners-Lee and Leith,
2021) to be achieved ethically and safely.

Digital inclusion

Children and young people themselves consider digital technology as vi-
tal, aware of both its opportunities and risks (Third et al, 2017).
Supporting the child’s emerging autonomy, therefore, means overcoming
the socio-economic, geographic, educational, language and age-based
barriers that can lead to digital inequities (UNICEF, 2017; Brosch,
2019), and equipping them with the skills to maintain their significant
connections in a digital environment. Lacking access to technology, and/
or the confidence to use it, can impinge on the rights of care-
experienced young people (McGhee and Roesch-Marsh, 2020), including
the right to stay in contact with their parents where this is consistent
with their welfare (Article 9 UNCRC) (UN General Assembly, 1989).
Digital disadvantage leaves some birth relatives lacking access to
Internet-ready devices, effective WiFi or phone credit, inhibiting their
meaningful engagement in contact (Copson et al., 2022). Promoting in-
clusion for family networks is likely to require resourcing and supporting
children and adults alike.

Children’s digital inclusion must be viewed through the dual lenses of
participation and well-being (McGhee and Roesch-Marsh, 2020).
Children have a right to freedom of expression and access to informa-
tion (Articles 13, 17 UNCRC), and to be kept safe in doing so. Parents
and governments face a tension between balancing children’s right to
both participate and be protected in the digital world, to maximise the
benefits without exacerbating existing vulnerabilities or exposure to
harm (Livingstone et al., 2017; Brosch, 2019). These rights can seem con-
flicting, for example, when children’s rights to know about their origins
simultaneously creates potential for birth relatives to contact them
unpredictably (Aroldi and Vittadini, 2017).

Adult support and guidance must be developmentally appropriate,
recognising the child’s increasing capacity to make their own choices
(Article 5 UNCRC), as excessive risk aversion may compromise the de-
velopment of resilience and autonomy (Phippen, 2017). Draft UK
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legislation mandating companies to safeguard users online has been cri-
tiqued as potentially curbing freedom of speech. Lack of guidance, how-
ever, is a key challenge, with new technological developments
outstripping regulations and their uptake by children outpacing that of
their parents (Livingstone et al., 2018). Such tensions are highlighted by
children’s ability to circumvent age restrictions on social media plat-
forms, sometimes without their parents’ awareness, and their digital pro-
ficiency in hiding online activity. To enhance children’s rights in digital
spaces, platforms should employ ‘age-appropriate’ design (Children’s
Commissioner, 2018); however, the usual approach is ‘age-blind’ designs
that do not verify user ages and are not tailored to differing skill levels
(Brosch, 2019). This means informed critical judgement is required to as-
certain the appropriateness of each application or platform for the indi-
vidual. Social workers need to be technologically competent to promote
inclusion of children, parents and carers through support and education
(Taylor-Beswick, 2021), yet often it is young people who become the
technology experts for the family (Copson et al., 2022).

Privacy

Key to young people’s sense of privacy is control over the online content
posted about them and access to their own posts (Sen, 2016). Many
parents feature children in their social media posts through the practice of
‘sharenting’, sometimes without children’s knowledge or consent
(Steinberg, 2017), leading to feelings of upset, embarrassment and power-
lessness (UNICEF, 2017; Bessant, 2018; Children’s Commissioner, 2018).
There are safety implications if identifying information is included, whilst
tagging and reposting afford information shared online a reach and dura-
bility of which parents may themselves not be aware (Bessant, 2018;
NSPCC, 2021), and for children and young people represents a loss of
control over their online narratives. Legal precedents emphasise parents’
role in exercising control over the minor child (Steinberg, 2017), as guard-
ians of their children’s privacy (Bessant, 2018), leaving children with little
recourse to challenge sharenting practices.

Contact visits can be an opportunity for birth parents to take or re-
ceive photographs of children, raising the possibility that they will subse-
quently post these on their social media accounts. Sharing children’s
achievements in this way may increase a sense of connectedness for
birth parents and, when used appropriately, may contribute to establish-
ing a positive cohesive narrative (Bessant, 2018). However, the taking
and posting of images is sometimes done surreptitiously or in breach of
specific contact agreements, with concerns raised about the possible lack
of privacy settings on birth relatives’ social media accounts, and the ex-
tent to which children’s images might be re-shared (MacDonald, 2021).
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All parents and carers should be aware of the potential impact of online
sharing, and explicit agreements negotiated and reinforced. Assumptions
that adults have a right to post images of children should be challenged
(Phippen, 2017), whilst consultation with and consent from children
about the use of their images and information should be encouraged
(NSPCC, 2021).

Digital footprints

Digital technology can impact children’s right to privacy (Article 16
UNCRC) in various ways: physical privacy can be violated when the use
of tracking or tagging reveal a child’s image or location; communication
privacy can be violated when posts are accessed by unintended recipi-
ents; and information privacy can be violated when children’s personal
data are collected or processed without their understanding or consent
(UNICEF, 2018), sometimes for corporate gain. For some children who
have been maltreated, safeguarding privacy is important for their safety
and sense of security. Young people can be made aware of privacy set-
tings and assisted to limit their contacts and be selective about their
choice of platform and audiences (Vincent, 2015). However, all social
media practices have a significant material dimension, producing digital
traces which can be collated to create a profile of the individual, their
digital footprints or shadow, which becomes difficult to control.
European guidelines indicate that states must protect the right of chil-
dren to privacy and data protection and ensure that relevant stakehold-
ers, including parents or carers, do likewise (Council of Europe, 2018).
This includes the ‘right to be forgotten’ (Bunn, 2019), a right largely un-
known or rarely enacted in children’s services work, and about which
parents, carers and young people require education. As attention to
children’s data rights is relatively recent, further research and regulation
is needed to understand and meet their needs for digital access and pri-
vacy (Livingstone et al., 2018).

There is general recognition of children and young people’s rights to
participate in digital communication, yet this right must be balanced with
their right to safety. Social workers can encourage carers and relatives to
protect children and young people’s digital privacy and consult them be-
fore publicly sharing their images or personal information online.

Digital resilience

Developing resilience is an increasing area of focus of online well-being ini-
tiatives directed at children and young people (UK Council for Internet
Safety, 2019). An ecological approach to resilience addresses the interplay
between the individual’s capacities and characteristics and the circumstances
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of their social worlds (Ungar, 2011). Promoting children’s digital resilience,
therefore, includes developing their critical ability and technical compe-
tency; informing constructive parenting practices; and improving the digital
expertise of relevant professionals (Livingstone et al., 2017).

Digital literacy

Digital literacy requires specific skills to communicate and interpret
meaning, particularly emotional content. Many children and young peo-
ple have developed some online emotional literacy and risk awareness
(Vincent, 2015; Livingstone et al., 2017; Gibson and Trnka, 2020),
employing similar critical judgements as they would in offline relation-
ships (Wang and Edwards, 2016). They have been found to make re-
sponsible use of devices and applications, with awareness of their own
and others’ privacy and emotional safety needs (Gibson and Trnka,
2020) and to employ coping strategies after encountering online risk,
such as telling a friend or parent, blocking contacts, modifying privacy
settings or leaving the site. However, those vulnerable to offline risk are
less likely to be resilient online (Livingstone et al., 2017).

Digital literacy is influenced by family support (Chaudron, 2015;
Phippen, 2017), and is especially effective when it maximises children’s
and young people’s expertise and recognises their strengths (Swist et al.,
2015). Whilst adult influences can guide risk responses, young people
must be afforded agency and space to develop strategies and resilience
for themselves, through access to experiential learning (Swist et al., 2015;
Wang and Edwards, 2016), as part of their development toward becoming
digitally autonomous (Hammond et al., 2018). Whilst few educative initia-
tives have been evaluated (Livingstone et al., 2017), key learning features
should address peer pressure, strategies to disconnect and understanding
of digital algorithms, as well as helping children and young people to con-
ceptualise the abstract realities of the digital world and develop critical
thinking, particularly to differentiate between curated, or digitally altered
images, and people’s real lives (Children’s Commissioner, 2018).

Digital resources

Parent and carer digital literacy, confidence and capacity to guide and en-
courage their children, are a crucial support (Chaudron, 2015) that may
be undermined by significant knowledge gaps regarding digital technology
and online privacy (Livingstone et al., 2018). With the rapid evolution of
new digital technologies, parents and carers are not always aware of the
range of children’s online activities and can find it easier to anticipate
risks than identify benefits (Kumpulainen and Gillen, 2017). Passive pa-
rental restriction measures, such as imposing filters, do not necessarily
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eliminate the risk of online harm (Livingstone et al., 2017). Instead, active
education and mediation strategies are encouraged. Restrictive parenting
reduces risks, but also impedes opportunity, whereas supportive mediation
and active negotiation can empower safer online engagement and encour-
age healthy protective behaviours and coping responses (Livingstone
et al., 2018). Young people can express preferences for parental monitor-
ing and can identify sound rationale for allowing parents to see their loca-
tion, contacts and search history, but find it less acceptable for parents to
control their device’s functions, for example, restricting the use of the
camera (McNally et al., 2018). Parents and carers can access resources to
educate themselves and prepare for conversations with children (Hur and
Gupta, 2013) but professionals also have a key role as sources of informa-
tion (Chaudron, 2015; Livingstone et al., 2017).

Supportive relationships, facilitated and strengthened through online
networks, may be a crucial aspect of developing resilience for care-
experienced children and young people (McGhee and Roesch-Marsh,
2020). However, the dominance of a risk paradigm can present an obsta-
cle to this (Hammond et al., 2018) and training for social workers to de-
velop their own digital competence (Taylor, 2017) and understand
children’s digital needs is crucial.

Digital capacity

Digital competence is likely to follow similar developmental trajectories
to other skills development, but there is limited evidence on young child-
ren’s use of communication technology. By age nine or ten years, children
can perceive smartphone ownership to be essential to social life (Vincent,
2015). However, first encounters with digital devices often occur before
the age of two years, commonly via a parent’s device (Chaudron, 2015),
and young children are sometimes allowed to use a parent’s account, con-
tradicting safety messages, and unintentionally exposing them to inappro-
priate content (Children’s Commissioner, 2018). Trial and error digital
learning occurs in the home from an early age, largely through observa-
tion and replication of others’ practices, so skills may be more advanced
than parents are aware of, and even with limited literacy, young children
may use word auto-completion and voice and image recognition to com-
municate online (Chaudron, 2015; Kumpulainen and Gillen, 2017).
Children and young people with intellectual disability are considered to
be more vulnerable to harm online where there are fewer boundaries or
visual cues, making it harder to identify inappropriate behaviour and dif-
ferentiate fantasy from reality (Livingstone et al., 2017). This can be espe-
cially challenging for those who have difficulty with social skills or a
tendency to interpret even their offline social interactions literally.
Chadwick et al. (2019) note that whilst some young people with intellectual
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disability have demonstrable capacity to manage online risks, and also
evade restrictions, they can encounter increased parental monitoring,
which may minimise risks, but also reduces benefits and weakens digital
participation, potentially leading to unequal access and lower literacy.

General comment 25 should strengthen calls for the digital environ-
ment to be safe for all children by design and default, subject to simi-
larly stringent safety monitoring as is applied to physical environments,
such as playgrounds (see e.g. 5 Rights Foundation https://5Srightsfounda
tion.com/). Until then, we must be mindful that digital technology is not
designed with the capacities of children in mind, and even less so young
or disabled children, or those who have experienced trauma

In the context of birth family contact, digital resilience means focusing
on the child or young person’s digital literacy, the potential risks and
safeguarding resources in their digital social ecology, and how they and
their families are equipped to navigate these. Social workers can offer
strategies for mediating risk whilst promoting active coping strategies
and opportunities for young people to become digitally autonomous, as
they gradually assume responsibilities for maintaining relationships with
their birth families.

Conclusion

This article has explored how the proposed digital ecology heuristic for
birth family contact (Figure 1) can guide social workers and other practi-
tioners who support children in or adopted from care and their families,
and structure a research agenda. It suggests that resilience-boosting efforts
should be directed toward the individual child and their support networks,
but that this must be matched by efforts to achieve safety and privacy by
design in the development of digital technology and applications, and in
the laws and policies that govern their use (Livingstone et al., 2017). Most
social work practice is located at the exosystem level, and product design
or global regulation of multi-national companies is beyond the scope of
most social workers. However, they have an important role in promoting
children’s digital relationality, rights and resilience as they impact on
children’s closest relationships within microsystems.

Digital communication has significant potential to foster relationships
between children adopted or in care and their birth families, but it is
critical to stay mindful of the contact-in-reality aspect of their lived ex-
perience, and the emotionally real nature and potential impact of their
digital interactions. Social workers should consider the additive function
of online contact (Greenhow et al., 2017), but not view it as any less real
than in-person visitation. Given the limited potential for relational diffi-
culties or tensions to be resolved in a digital environment, trauma-
sensitive practice requires investment in relationship building and
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mediation outside of and in support of all communications between chil-
dren and their relatives (MacDonald, 2021; Collings et al., 2022).

Social workers should be champions of children’s participatory rights.
They are required to practice to professional ethical codes that empha-
sise both privacy and self-determination (Reamer and Siegel, 2021),
which in the digital world means training in and adhering to the cyberse-
curity protocols of their agency, modelling good practice in gaining in-
formed consent for information-sharing, and maintaining up-to-date
knowledge of relevant laws and industry guidelines. As corporate
parents for children in care, social workers also have a responsibility to
enhance their digital literacy and to be a supportive resource for parents
and carers. This will require digitally literate social workers (Taylor,
2017) who are able to critically select technologies and online platforms
whilst safeguarding children’s best interests.

Digital communication alters the social ecology of birth family con-
tact, introducing new considerations around children’s digital relation-
ships, rights and resilience. Some of the mediation undertaken by social
workers can be undertaken by families and young people themselves,
but this is likely to require assisted negotiation of the type of platform
selected for contact, how and when it will be used, and what content
will be shared. Improving social media and online privacy skills and
knowledge for parents, carers, children and professionals offers potential
for strengthening supportive online presence and alternative strategies
for life story construction (Aroldi and Vittadini, 2017). Future research
is needed to understand how these dynamics play out and how social
workers facilitate the use of digital technology to keep children con-
nected with birth family when they are physically separated.
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